Instructions to download the Vulnerable Web Application

1. Go this website: https://pentesterlab.com/exe

rcises/

2. On the website scroll to locate “Web for Pentester” and select it
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4. Locate the downloaded ISO file by selecting “Show in folder”

=
47 [Pentesterlab] Web for f
« O | & Secure | hitps.//pentesterlab.com/exerc for_pentester + 0
i fpps | WerkSie | Imported From IE (0 Asus Transformer T @ Amazoncom: Asus [ Bew Original tcuch +. ) Shopping Cart - Dise PenTest {3} MP3FY | Orline MF3 Other bockmaiks
LOGIN | REGISTER
0!—"v-"l:[’$h_‘rl_-‘-e[: e A s R s e
L HOME  PENTESTERLABPRO  EXERCISES  ARTICLES[EEI)  BOOTCAMP

Web for Pentester Nesoa?

This axercise is a set of the most comman web vulnesabilifies

& Course -
S0
[ vides The ISO for this exercise can be You cen access the course for this
downloaded by clicking here (172MB}. exercise by dicking
Open
Always apon Hes of this type
I Show in foldes I L
n
| B web for pentester.iso ‘ | B web for_pentoster_iso ~ Shew all

5. Take note of the location of the ISO file. You will need it later
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6. On your Desktop Lunch the VMware application by Double-clicking on the icon




7. Select “Create a New virtual Machine”

4} VMware Workstation 12 Player (Non-commercial use only) (W] X
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Welcome to VMware

I — Workstation 12 Player
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. %. I Create a New Virtual Machine

Create a new virsal machine, which will then be added to
the top of your library.

Open a Virtual Machine

Open an existing virtual machine, which vill then be added
to the top of your library.
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8. Make sure the “ Installer dis image file(iso)” is selected and browse to the location of the ISO

file your earlier downloaded

New Virtual Machine Wizard X

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating 1
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available ~

1

I @]nstaller disc image file (iso): I

|C:\Users\macnonoOOO?\Downloads\webjULpentester, V| | Browse.

i) Debian 6 detected. 2

()1 will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back Next > Cancel

9. Select the “web for Pentester i386” I1SO file and click open

@) Browse for ISO Image

4 & > This PC > Downloads
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Search Downloads

Organize ~ New folder - M @
@ OneDrive ~ Name Date modif\i/ed Type Size
Documents |_E web_for_pentester_i386 (1) 6/16/2017 9:49 AM 1SO File 176,128 KB I
Pictures web_for_pentester_l_i386 6/16/2017 9:01 AM 1SO File 363,520 KB
m kali-linux-2017.1-amd64 6/2/2017 3:54 PM 1SO File 2,728,816 KB
= This PC - . .
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10. Click “Next”

New Virtual Machine Wizard X

Welcome to the New Virtual Machine Wizard

A virtual machine is like a physical computer; it needs an operating [l
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available ~

(®) Tnstaller disc image file (iso):

| C:\Users\macnono0007\Downloads\web_for_pentester. ~ | Browse...
j/ Debian & detected.

OI will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back Cancel

11. Change Virtual machine name to “ Web Application” and click “Next”

lNew Virtual Machine Wizard Ko

Name the Virtual Machine
What name would you like to use for this virtual machine? 1

Virtual machine name:

eb Application

Location:

‘ C:\Users\macnono0007\Documents\Virtual Machines\Web Applic: Browse...

< Back I Cancel




12. Click “Next”

New Virtual Machine Wizard X
Specify Disk Capacity
How large do you want this disk to be? 1
1
The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.
Maximum disk size (GB): 20.0 = E
i
Recommended size for Debian 6: 20 GB
() Store virtual disk as a single file ¢
(®) Split virtual disk into multiple files <
Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.
Help < Back Cancel
13. Click “Finish”
New Virtual Machine Wizard X
I
Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Debian 6.
Il The virtual machine will be created with the following settings:
Name: Web Application
Location: C:\Users\macnono0007\Documents\Virtual Machines\Web ...
Version: Workstation 12.0
Operating System: Debian 6
Hard Disk: 20 GB, Split
Memory: 512 MB
Network Adapter: NAT
Other Devices: CD/DVD, USB Controller, Printer, Sound Card
Customize Hardware...
Power on this virtual machine after creation
< Back I Cancel

6)



14. Click “OK”

Setting kernel variables ...done.

Configuring network interfaces...done.

Cleaning up temporary files....

live-boot is configuring sendsigs....

INIT: Entering runlevel: 2

Using makefile-style concurrent boot in runlevel 2.

Starting enhanced syslogd: rsyslogd.

Starting database: mongodb.

Starting web server: apacheZapache2: apr_sockaddr_info_get() failed for debian
apache2: Could not reliably determine the server’s fully gqualified domain name,
using 127.8.8.1 for ServerName

Starting system Message bus: Removable Devices
Starting periodic command sch

g;ﬁrii“g 'f“VS”L “ﬁtﬂ‘tmse ‘1391"‘1’9 The following devices can be connected to this virtual machine using
necking or corrupt, mo cCle : : .

AN b Sl el L1e status bar or choosing VM > Removable Devices:

The programs included with th STMKIOEECUOHESST_SENSOR_HUB

the exact distribution terms Microdia Integrated_Webcam_HD

individual files in “usr/shar Elan Touchscreen

Each device can be connected either to the host or to one virtual
machine at a time.

[ ] Do not show this hint again

DDING Wedding,i f -
I ) [ ok |

15: Type the following at the location indicate below. Make sure you point your mouse to where you
want to type the below command and select it.Type: sudo ifconfig eth0 192.168.1.140/24. This is the
number Zero(0) in “ethO”not the letter “o”

Setting kernel wvariables ...done.

Configuring network interfaces...done.

Cleaning up temporary files....

live-boot is configuring sendsigs....

INIT: Entering runlevel: 2

Using makefile-style concurrent boot in runlevel 2.

Starting enhanced syslogd: rsyslogd.

Starting database: mongodb.

Starting web server: apacheZapacheZ: apr_sockaddr_info_get() failed for debian
apache2: Could not reliably determine the server’s fully qualified domain nanme,
using 127.8.8.1 for ServerName

Starting system Message bus: dbus.
Starting periodic command scheduler: crom.

Starting MySOL database server: mysqld.
Checking for corrupt, not cleanly closed and upgrade needing tables..
Linux debian 2.6.32-5-686 #1 SMP Fri May 18 B8:33:48 UTC 2813 i686

The programs included with the Debian GHUs/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in susrrsharesdoc/=/copyright.

Debian GNU-/Linux coMes wWwith ABSOLUTELY NO WARRAMTY, to the extent
permitted by applicahle law
useriddebian:™$ |sudo ifconfig ethB® 192.168.1.148-24_

SmertThink



15. If no error, you should see something similar like below. Press “Crtrl + Alt” to come out of to
the Web application Virtual Machine

Configuring network interfaces...done.

Cleaning up temporary files....

live-boot is configuring sendsigs....

INIT: Entering rumlewvel: 2

Uzing makefile-style concurrent boot in runlevel 2.

Starting ewhanced syslogd: rsyslogd.

Starting database: mongodb.

Starting web server: apacheZapache?: apr_sockaddr_info_get() failed for debian
apache2: Could wot reliably determine the server’s fully qualified doMain name,
using 127.8.8.1 for ServerName

Starting system mMessage bus: dbus.

Starting periodic command scheduler: cron.

Starting My30L database server: mysgld.

Checking for corrupt, not cleanly closed and upgrade needing tables..
Linux debian 2.6.32-5-686 #1 SMP Fri May 18 B88:33:48 UTC 2813 iGB6

The programs included with the Debian GHU-/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in ~usrs/sharesdoc/= copyright.

Debian GHU-Linux comes wWwith ABSOLUTELY HO HARRANTY, to the extent

nermitted hy apnlicahle law,

user@dehian:”$‘3udu ifconfig ethd 192.168.1.148-24
user@debian:™§ _

16. Click on “Player”, select “Manage” and then “Virtual Machine Settings” to configure your
network adapter

45 Web Apllication - Vivtware We i 12 Player (Non-commuercial use only) - 3 b4
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Install VI
[ Full Screen Ctrl+ Alt+Enter Message Log 3
Uniity 3/ Virtual Machine Settings...  Ctrl+D

are Tooks

1 Finished Instafling ~ Change Disc Help
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17. Select the “Network Adapter”, and select Bridged and “Replicate physical network connection

state”. Finally click “OK”

Virtual Machine Settings

Hardware Options

Device

S Memory

[ Processors

= Hard Disk (SCSI)

\szs USB Controller
\.!) ) Sound Card
Elf]Printer
[:__!JDispIayr

= Network Adapter

Summary
512 MB

1

20 GB

Present
Auto detect
Present
Auto detect

Device status

Connected
Connect at power on

Network connection
| (®) Bridged: Connected directly to the physical network |

1 | Replicate physical network connection state |

2 G(Zonﬁgure Adapters

() NAT: Used to share the host's IP address
() Host-only: A private network shared with the host

(O Custom: Spedific virtual network
VMnet0
O LAN segment:

LAN Segments... Advanced...

®Add...

Remove
3

18. Open your browser and type 192.168.1.140

MNew Tab
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2 Apps

w

O 192.168.1.140
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Web For Pentester

This exercise is a set of the most common web vulnerabilities

XSS SQL injections Directory traversal

.k
= Ex 2 » Exar

File Include Code injection Commands injection

LDAP attacks File Upload XML attacks
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