
                                                                                                                                                                          

Instructions to download the Vulnerable Web Application 

 
1. Go this website: https://pentesterlab.com/exercises/ 

 
2. On the website scroll to locate “Web for Pentester” and select it 

 

3. Click on the ISO icon to download 
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4. Locate the downloaded ISO file by selecting “Show in folder” 

 

 

5. Take note of the location of the ISO file. You will need it later 

 

 

6. On your Desktop Lunch the VMware application by Double-clicking on the icon 
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7. Select “Create a New virtual Machine” 

 

8. Make sure the “ Installer dis image file(iso)” is selected and browse to the location of the ISO 
file your earlier downloaded 

 

9. Select the “web for Pentester i386” ISO file and click open 
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10. Click “Next” 

 

 

11. Change Virtual machine name to “ Web Application” and click “Next” 

 

 

 

 



                                                                                                                                                                          

12. Click “Next” 

 

13. Click “Finish” 

 

 



                                                                                                                                                                          

14. Click “OK” 

 

15: Type the following at the location indicate below. Make sure you point your mouse to where you 
want to type the below command and select it.Type: sudo ifconfig eth0 192.168.1.140/24. This is the 
number Zero(0) in “eth0”not the letter “o” 

 



                                                                                                                                                                          

15. If no error, you should see something similar like below. Press “Crtrl + Alt” to come out of to 
the Web application Virtual Machine 

 

16. Click on “Player”, select “Manage” and then “Virtual Machine Settings” to configure your 
network adapter 
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17. Select the “Network Adapter”, and select Bridged and “Replicate physical network connection 
state”. Finally click “OK” 

 

18. Open your browser and type 192.168.1.140 
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19. If you see something like below then you are in!!!!!! 

 


